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Abstract 
Currently there is no standard for risk assessment tools in Carbon Capture and Storage. Existing projects use a range 
of tools from the very simple to the sophisticated and probabilistic. It is likely that no standard will ever be 
appropriate for all uses and all stakeholders within CCS.  A key component of risk assessment is to effectively 
communicate to stakeholders whether the risks have been thoroughly investigated and any potential risk is well 
understood. Using a suite of risk assessment tools across the lifecycle of a project will provide the best estimates of 
the risk and enable communicating this knowledge in the most effective manner. A key component in designing a risk 
assessment protocol is in selecting an expert elicitation method that is appropriate for the level of detail required by 
the tool. By using a structured elicitation to match the detail of the risk assessment tool, the best possible estimate of 
the risk will be obtained. Finally, we recommend a staged suite of risk assessment tools including brainstorming, bow 
tie diagrams, risk registers and Bayesian Belief Networks. 
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Methods for use in risk assessment across industries are varied and range from the unstructured and ad 
hoc to formal, structured and quantitative. This variety is also reflected in the current risk assessment 
practices in Carbon Capture and Storage (CCS) where there is no standard accepted method. Any 
particular CCS project will have a broad range of needs and will hold the interest of multiple stakeholders 
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who will have varied interests in the type of information and in the level of detail they require. It is
unlikely that any single risk assessment tool will be able to provide the full range of outputs required to
meet the needs of regulators, the general public and project managers, and also be able to do so at 
different times in the life of a project; however, in many cases the data and structure behind the outputs
will be the same. In using a suite of tools, a well-designed procedure will optimize the interaction 
between the scientists, engineers and other experts contributing to the assessment and will allow for the
required information to be presented in a manner appropriate for each stakeholder.
Here we provide an overview of risk assessment and identify some of the main concerns.  We discuss
the need for the use of an integrated risk assessment tool that applies multiple methods tailored to 
stakeholder specific needs and the state of knowledge of the project. We highlight the requirement of a 
risk assessment protocol to effectively communicate the risk assessment outcomes with all stakeholders.
Finally, we discuss the influence of expert elicitation on the assessment and highlight the importance of a
structured expert elicitation procedure.
2. Overview of risk assessment
Risk assessment is the overall process of risk identification, risk analysis and risk evaluation [1].  Risk 
assessment is an integral part of the risk management process as illustrated in Figure 1. It is applicable
throughout the life of an organisation or business as well as to a wide range of activities. In the context of 
CCS, risks exist for each part of the capture-transport-storage system and throughout the life cycle from 
project planning to long-term storage.  By integrating the risks from throughout the system, a more robust 
assessment of the risk can be obtained that allows stakeholders to understand what impact decisions,
mitigation measures, or events in one part of the system may have on risks in other parts of the system 
(e.g., how a failure in the capture system propagates through the entire system).
Fig. 1. The risk management process based on ISO 31000.  Risk assessment consists of risk identification (‘the process of finding,
recognising and describing risks’), risk analysis (‘the process to comprehend the nature of risk and to determine the level of risk’,
ISO, 2009), and risk evaluation (‘the process of comparing the results of risk analysis with risk criteria to determine whether the risk 
and/or its magnitude is acceptable and tolerable’).  Risk assessment is an integral part of risk management.
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Discussions about risk in CCS, even within the risk assessment community, often become confused
because of the differing understanding of what risk means and what the risks of interest are. In any risk 
assessment it must be understood what questions the risk assessment is trying to answer. Ultimately, this
is driven by the stakeholders needs. To understand their needs, four broad categories of interests, as
illustrated in figure 2, must be understood:
CCS System: Which part of the capture-transport-storage CCS system?
Time Scales: When in the timeline of a project (e.g., Figure 6, operation, post-closure)?
Risk Aspects: Which category or categories of risk?
Metrics: What metrics are used? (e.g., rankings, dollars, CO2 lost, dollars/tonne CO2 avoided, etc.)
When the responses to these questions, from all stakeholders, are understood a procedure and suite of 
tools can be selected that adequately addresses the range of needs. Establishing the stakeholders involved
and the context of the risk assessment will guide the development an appropriate risk assessment plan.
Different stakeholders such as the public, project managers and regulators, can have different but often 
overlapping requirements, such as shown in figure 3. These differences will also extend to the needs
regarding the detail of the information required and the way it is communicated. An important outcome of 
risk assessment should be to effectively communicate that the risks have been thoroughly considered and
any potential risks are well understood.
Fig. 2. An overview of the aspects to be addressed when establishing the context for a risk assessment. Who are the stakeholders?
What part of the CCS system is concerned? What time scale is the risk assessment for? What risk aspects are of interest? And
finally, what risk metric?
Fig. 3. The public, regulators and project manager are three examples of stakeholders whose interest may or may not overlap, with 
health safety and the environment (HS&E), economics, project viability and resource contamination being four examples of 
different interests.
2778   M.C. Gerstenberger et al. /  Energy Procedia  37 ( 2013 )  2775 – 2782 
3. Risk assessment tools 
A number of guidelines and standards exist that are relevant to CCS and risk assessment; here we 
identify a small selection of them. An international standard exists to support the ISO 31000 standard on 
risk management and to provide general guidance on selection and application of systematic techniques 
for risk assessment [1]. The National Energy Technology Laboratory, U.S. Department of Energy, has 
published best practice guidelines for risk analysis and Simulation for Geologic Storage of CO2 including 
an overview of different tools used [2]. Finally, DNV has led the development of a series of 
recommended practice guidelines specific to CCS [3,4,5,6,7] which define some basic principles and set 
the framework for risk assessment. However, there is currently no standard method or set of methods for 
risk assessment in CCS [8], and it is likely that no single tool will ever fill the needs of all stakeholders. 
By selecting tools that are appropriate to the aims of the assessment a more effective and easily 
communicated result can be achieved. Here, we focus on three qualitative tools and one quantitative tool 
that can be used in an ensemble to address a broad range of stakeholder and project needs. 
3.1. Qualitative Tools 
We identify three qualitative tools for use risk assessment tool suite: 1) brainstorming; 2) risk register; 
and 3) bow tie diagram. 
 
Brainstorming: the stimulation of discussions amongst a group of knowledgeable experts to identify 
hazards, associated risks, and mitigation options. The output of a brainstorming depends on the stage 
of the risk management process. In the early stages it may be as simple as a list of risks and their 
current controls. 
Risk Register: a table of all risks that can be identified for a project.  It includes a risk description, a 
risk owner, an assessment of the consequence, potentially a probability of occurrence, and possible 
responses. 
Bow Tie Diagram: a graphical description of the pathways from cause to consequence for identified 
risks. A key feature of the bow tie is the identification of measures put in place to reduce the risk and 
others to mitigate the occurrence of the risk.  A bow tie diagram is an effective tool for communication 
of risks.  
 
Advantages and disadvantages of each of the tools are shown in Table 1. 
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Table 1. Advantages and disadvantages of several risk assessment tools 
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3.2. Quantitative tool: Bayesian Belief Networks 
When more detailed risk assessment is required, such as for specific regulations or project 
management decisions, a quantitative tool is often required; such quantitative tools are typically 
probabilistic in nature and are the standard in many other industries [9]. We have developed a Bayesian 
Belief Network (BBN) for CCS, which is a probabilistic tool that is ideally suited to the complex system 
interdepencies of CCS [10]  Our work in the CO2CRC has primarily focused on the  development of a 
BBN structure to capture the CCS system from capture to storage.  A BBN is a detailed probabilistic 
graphical modeling tool as illustrated in Figure 4. We have worked with CO2CRC reservoir modellers, 
geologists, fault experts, economists, and others, to develop a structure that contains the controlling 
factors in the CCS system. BBNs naturally handle conditional dependencies and are therefore ideal for 
such complex systems. Additionally, our work will examine how BBNs can handle economic and 
regulatory risk specific details into the structure. As with any risk assessment in CCS, population of the 
BBN will be dependent on the input of experts. 
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Fig. 4. An example BBN for CCS containment.
4. Expert elicitation
Because a risk assessment for CCS cannot be completely developed based on existing data or models,
expert judgment will inevitably be required for a risk assessment of any type. This means that the rigor 
and robustness of the result is ultimately dependent on the quality of the expert elicitation procedure; this
is the procedure to obtain and combine the opinion of various experts on questions where there is
uncertainty due to limited data or understanding. Key steps in the elicitation procedure are: 1) selection of 
the experts; 2) selection of the elicitation procedure; and, 3) design of the workshop(s) style.
A structured elicitation technique, such as one based on rational consensus from the Classical Model of 
Cooke [11], has been shown to provide better results than one based on consensus [12], and we 
recommend its use for a system as complex as CCS which is reliant on expert judgment.
Figure 5 shows a flow chart of a typical expert elicitation procedure which is typically iterative
between the experts and the problem owners, or facilitators. Because the elicitation of expert judgment is
a critical step in risk assessment, adequate time must be allowed in the project management plan.
Fig. 5. Iterative expert elicitation time line, in this case specific to the development of a BBN.
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5. Integrated risk assessment 
Figure 6 is a flowchart that provides guidance for selecting appropriate risk assessment tools and 
expert elicitation methods as a project moves through its lifecycle.  As a project matures, more 
sophisticated methods for both elicitation and risk assessment can be beneficial to use; however simple 
tools should be coupled with these and will often be useful for communicating the risk results to 
stakeholders. The two key factors in determining the tool to use are: 1) the detail of information available 
about the project; and 2) the type of information required by the stakeholder. We have based the 
flowchart in Figure 6 around the four tools described in Section 3 of this paper. In the early phases of a 
project, due to the limited knowledge available, brainstorming coupled with informal expert elicitation is 
the primary method of use. As the project progresses such informal methods should still play a role and 
will feed into the development of more rigorous methods. For example, by the time a project has entered 
the development phase, it is likely that probabilistic estimates of risk will be required by stakeholders 
such as project managers and regulators. The development of a probabilistic method, such as a BBN, will 
be facilitated by the more informal brainstorming and risk register methods, and it will benefit by being 
built upon these. While such detailed probabilistic output (e.g., Figure 4) may be useful for 
communicating with some stakeholders, more effective communication with the public and certain 
regulators will be possible by simplifying the display of the BBN results via bow-tie diagrammes and risk 
registers. 
 
As shown in Figure 6, at any time in the life of a project, the project risk will be best understood and 
communicated by using a suite of tools in concert. It should be noted that as the sophistication in the tool 
increases, the sophistication in the expert elicitation method should also increase. While ad-hoc expert 
elicitation will likely be sufficient early in the life of a project, as the data analysis becomes more 
detailed, this increase in detail should not be reduced and should be appropriately reflected in the choice 
of expert elicitation structure. 
 
 
Fig. 6. Risk assessment method flow chart that shows how the four proposed tools can be applied at the different phases of a CCS 
project. It demonstrates how a suite of tools interact together to optimise the available information and to communicate most 
effectively with stakeholders. Brainstorming and informal elicitation may be required at any time, but a BBN will only be of use 
once a project has matured. The less detailed tools (i.e., Bow Tie and Risk Register) will always be useful for communication, but 
may require population by the BBN. The BBN is useful only for communication with industry stakeholders, but will allow for better 
risk estimates to be shown in Bow Ties and Risk Registers to all stakeholders. 
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6. Conclusion 
A key component of an effective risk assessment is communication. The assessment should effectively 
communicate to varied stakeholders the current state of knowledge with respect to risk within the system.  
Currently there is no standardised tool for use assessing risk in CCS. It is likely that this will always be 
the case and that multiple tools will be necessary during the life of any given project.  Individual tools 
will need to be selected that are appropriate for: 1) the type and detail of information required to 
effectively communicate with the specific stakeholder, and 2) the existing knowledge of the CCS system 
at the time in the life of the project when the assessment is performed. Here we have described and 
recommended a suite of tools that range from simple tools that can be used early in the life of a project 
(e.g., a risk register or bow tie diagram) to more sophisticated and quantitative tools that can be useful for 
providing more precise estimates of the risk, such as a Bayesian Belief Network. As with any risk 
assessment the use of robust expert elicitation methods will help to produce better estimates of risk, and, 
for quantitative risk assessment, we recommend structured expert elicitation based on the method of 
Cooke [11] Finally, because rigorous risk assessment is critical to the success of any project, it should be 
allocated for in the project management planning from the early stages of the project. 
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